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We will crate the following Examples

*d%ta from OPC UA Server

Write Data to OPCUASy

LabVIEW Application #1

In this Example LabVIEW Application #1,
#2 and #3 are on the same computer.

' Normally they are located on different
LabVIEW Application #2  computers or devices in a Network. LabVIEW Application #3




LabVIEW OPC UA Toolkit

You need the following Software:
e LabVIEW

* LabVIEW OPC UA Toolkit

All LabVIEW Software can be downloaded from:
www.ni.com/download
You can also use the NI Package Manager to download software. NI

Package Manager is installed as part of the standard LabVIEW
Installation.



http://www.ni.com/download

NI Package Manager

Tools Network Application Software

DataPlugins Add-Ons
Drivers
Utilities
Software Suites

Tools Network

DataPlugins

Install LabVIEW OPC UA Toolkit

5
B NI Package Manager - (m] X
BROWSE PRODUCTS INSTALLED UPDATES Q@ nicomydownloads K

Programming Envirenments <4 > 2 results | O LabVIEW OPC UA Toolkit ‘

Application Software

Add-Ons LabVIEW OPC UA Toolkit OPC Servers

Drivers I NI Package Manager = o x

Utilities BROWSE PRODUCTS INSTALLED uppATES B @ nicom/downloads A

Software Suites Programming Environments < > O LabVIEW OPC UA Toolkit |

LabVIEW OPC UA Toolkit
Version Bitness Language

2025Q4 v 32-bit, 64-bit

REMOVE

English; Japanese; Simplified Chinese

Overview Details Support

The LabVIEW OPC UA Toolkit is a software add-on for LabVIEW. It contains the OPC Pl that integrates secure and
reliable communications. You can use this toolkit to create OPC UA clients, servers, and security management. In
addition to the Data Access facet of the OPC UA Specifications, the LabVIEW OPC UA Toolkit offers support for the
Historical Access and Alarms & Condition facets. You can choose from a development license or a deployment license,
which you can use to distribute developed code.

The toolkit works with both Windows and NI Linux Real-Time OSs. The registered trademark Linux® is used pursuant
o a sublicense from LMI, the exclusive licensee of Linus Torvalds, owner of the mark on a worldwide basis.




NI Licence Manager

E B E & O O 8

Product Local Network Activate  Computer  Refresh Deactivate
Summan,  Licenses _icenses Software Information
views General Actions

NI License Manager 2025 Q4

Some licenses have built-in grace perieds that allow you to use software past the end of the subscription term. See current billing information

and software expiration dates by signing in to your account on ni.com.

View My Account [

Q, rite
License Status Expiration Serial Number
4 LabVIEW 2025 Q3
4 Application
a4 . Development System Licensed

Base Development System
Continuous Integration System
Debug Deployment System

. Full Development System
Professional Development System

4+ @ OPC UA Toolkit

UPLC UA Ueployment

@ OPC UA Toolkit

4 AcIEETY

Unlicensed (i

Unlicensed (

Unlicensed (

Licensed October 10, 2026
Evaluation Available (i)

Licensed

Unhicensed | 1)

Licensed October 10, 2026

@ Application Builder
4 NIDCT 2024 Q1

= Aephcation If you don’t have a valid licence:

@ LabVIEW Database C

- I Right-click and select Activate and

@ LabVIEW Report Gen

. BE— enter the licence number.

4 Add-ons

@ LabVIEW Unit Test Toolkit

Licensed
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What is OPC?

A standard that defines the communication of data
between devices from different manufactures

Requires an OPC server that communicates with the OPC
clients

OPC allows “plug-and-play”, gives benefits as reduces
installation time and the opportunity to choose products
from different manufactures

Different standards: “Real-time” data (OPC DA), Historical
data (OPC HDA), Alarm & Event data (OPC AE), etc.



OPC Server and Client(s)

{ OPC Server} Data Storage

Write Wata
{ OPC Client } { OPC Client }

- Monitoring and Analysis

-~ Measurement Data




Typical OPC Scenario

PLC, PAC, DCS, SCADA

| Process Data
N Driver , |
Actuators W Sensors < ——
Data Acquisition
Process w

| | ;—i |
d ™

OPC-Client
OPC-Client




OPC Specifications

“Classic” OPC “Next Generation” OPC
~ OPCDA | o
~ OPCHDA | — OPCUA |
 OPCA&E |

/

... (Many others)



OPC UA

UA — Unified Architecture.
The Next Generation OPC.

Cross Platform. “Classic“ OPC works only for
Windows.

Based on Modern Software/Network
Architecture (No DCOM problems!).

It makes it easier to transmit and receive data in
a modern data network/Internet.



Next Generation OPC G

s

COM/DCOM ! XML, HTTP, SOAP
[ OPC Classic }H Next Generation OPC>{ OPC UA
5 OPC DA ] Windows only I Cross-platform All specifications
7o) Windows, Linux, Mac, :
5’0,,-;. OPC HDA Embedded, VxWorks collected in one (DA,
Cos, | OPCAE | | HDA, A&E)
s Protocols: “UA Binary” or “UA XML”

Simpler!!

: OPC DA Server <:> . I

: OPC HDA Server <:(> OEEtelE: I [ OPC UA Server ] — [ OPC UA Client ]
I
I

; . (DCOM)
- OPC A&E Server y —




Next Generation OPC ¥
B oy -
[ OPC Classic Server } % - ﬁ,«e\s [ OPC Classic Cllent]

WP

To open DCOM through firewalls demanded a large hole in the firewall!
Impossible to route over Internet!

o
| OPC UA Server | @ % | OPC UA Client |

§‘N~:~= .‘5\3
el U=
q// bl/a//~

No hole in firewall (UA XML) or just a simple needle stick (UA Binary) is necessary

Easy to route over Internet!

Network/
Internet




Classic OPC vs. OPC UA

Classic OPC (DCOM) OPC UA

The server (or clients) can
be an embedded system,
LINUX, Windows, etc.

OPC UA Client

OPC UA Cli ent

OPC Server

OPC UA Server

OPC C |ent

Classic OPC requires a Microsoft Windows operating system to implement COM/DCOM server functionality. By utilizing SOA and Web Services,
OPC UA is a platform-independent system that eliminates the previous dependency on a Windows operating system. By utilizing SOAP/XML over
HTTP, OPC UA can deploy on a variety of embedded systems regardless of whether the system is a general purpose operating system, such as

Windows, or a deterministic real-time operating system. http'//WWW ni com/white—paper/13843/en/

OPC UA Cllent



http://www.ni.com/white-paper/13843/en/
http://www.ni.com/white-paper/13843/en/
http://www.ni.com/white-paper/13843/en/
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OPC UA Toolkit in LabVIEW

Data Communication

4+ QSearch ‘\Customize‘r

OPC UA

—

. E El 4+ CkSearch <, Customize™

Shared Variable Metwork Local Variable Global Variable —
Streams
] - oPrCUR oPrCUR
—E—} %& OPC UA Client OPC UA Server

Cueue Synchronization DataSocket Protocols
Operations / . oP¢

Create
Certificate.wvi

RTI DS Toolkit




NI Licence Manager

E B E & O O 8

Product Local Network Activate  Computer  Refresh Deactivate
Summan,  Licenses _icenses Software Information
views General Actions

NI License Manager 2025 Q4

Some licenses have built-in grace perieds that allow you to use software past the end of the subscription term. See current billing information

and software expiration dates by signing in to your account on ni.com.

View My Account [

Q, rite
License Status Expiration Serial Number
4 LabVIEW 2025 Q3
4 Application
a4 . Development System Licensed

Base Development System
Continuous Integration System
Debug Deployment System

. Full Development System
Professional Development System

4+ @ OPC UA Toolkit

UPLC UA Ueployment

@ OPC UA Toolkit

4 AcIEETY

Unlicensed (i

Unlicensed (

Unlicensed (

Licensed October 10, 2026
Evaluation Available (i)

Licensed

Unhicensed | 1)

Licensed October 10, 2026

@ Application Builder
4 NIDCT 2024 Q1

= Aephcation If you don’t have a valid licence:

@ LabVIEW Database C

- I Right-click and select Activate and

@ LabVIEW Report Gen

. BE— enter the licence number.

4 Add-ons

@ LabVIEW Unit Test Toolkit

Licensed




OPC UA Server
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IoPC
*

Connect.v

= opC
o
Add Monitored
Data Modes.vi

[——

=

oPCUR

Alarms and
Conditions

I oPC

A

Forward
Browse.wvi

= opC
e
Get Mode
Attribute.vi

=l

oPCUR

Historical
Access

EQHPI
H

Create
Subscription.vi

Sopc

=56

Multiple Read.vi

I0PC
"EEE

Delete
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S opc

7
Multiple Write.vi

. e QPC UA Client Palette

I oPC
==

Disconnect.vi

= opC

*
Delete

Monitored ...




LabVIEW OPC UA Toolkit User Manual

~ 0 Creating an OPC UA Serveranc X + - 1

| € > C % nicom/docs/en-US/bundle/labview-opc-ua-toolkit/page/creating-an-opc-ua-server-and-an-opc-ua-clien.html o« in) ®
[ -
Table of Contents <
N Creating an OPC UA Server and an OPC UA Client ‘
Updated 2025-10-28 @© 1 minute(s) read # LabVIEW OPC UA Toclkit  # User Manual
New Features and Changes &
Updates and Changes for LabVIEW This tutorial introduces you to the basics of creating an OPC UA server and an OPC UA client by using the OPC UA Vis. This tutorial consists of the following parts:
| ‘OPC UA Toolkit Extended Support
1.Part1: Creating an OPC UA Server
Versions
2.Part 2: Using an OPC UA Server
i ~ OPC UA Toolkit 3. Part 3: Establishing Connections between an OPC UA Server and an OPC UA Client
4, Part 4: Using an OPC UA Client
| Related Documentation Parent topic: OPC UA Toolkit
Protecting OPC UA Data ltems
Connections between an OPC UA
Server and an OPC UA Client
(OPC UA Toolkit)
~ Creating an OPC UA Server and
an OPC UA Client
Part I: Creating an OPC UA
| Server
|
| Part 2: Using an OPC UA Server
| Part 3: Establishing » ) i
Connections between an OPC Was this information helpful? | iy Yes o No ‘
UA Server and an OPC UA
Client
Part 4: Using an OPC UA Client N
ar singan ent h Previous
< Connections between an OPC UA Server and an OPC UA Client (OPC UA Toolkit) Part 1: Creating an OPC UA Server >
v

Official LabVIEW OPC UA Toolkit documentation:
https://www.ni.com/docs/en-US/bundle/labview-opc-ua-toolkit/page/creating-an-opc-ua-server-and-an-opc-ua-clien.html
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" 1 Read Data from OPC UA Server
/

on #1”
P d

-

“LabVIEW Applicati

~ -
o -

In this Example LabVIEW Application #1,
#2 and #3 are on the same computer.
Normally they are located on different
computers or devices in a Network.

LabVIEW Application #2 LabVIEW Application #3



OPC UA Server Example in LabVIEW

[ OPC UA Server.vi — O X
File Edit View Project Operate Tools Window Help Im
IIH @ @ 11 (? Terwer
A
Server Endpoint URL
| opctep://XPS15HPH:49580 |]
ltern Mode |d
| ns=2:5=Process Data. Temperature ”
. Stop ]
W
< >




& orc uA serverwi

7er Example in LabVIEW

Server Endpoint URL[™,
[| opc.tep://XPS15HPH:49580 | ]
Item Mode Id
[| ns=2:s=Process Data. Temperature |]
- O o
EPC uj
*| Search SN il

Lal

Add Folderwi] Add Item.vi] Start.vi le Error Handlerwi
E OPL] E [T [T
ot 3] ey 3]

Wait (ms)

Stop Button

m TF

access level

readwrite ™|

description
TC-01 Thermocouple Values




Certificate Issues?

If you get some errors related to the certificate, make sure that you have write access to

the folder where the certificates are located.
The certificate files are stored in this location:
C:\ProgramData\National Instruments\certstore\opcua

ThisPC > OS(C) > ProgramData > National Instruments > certstore > opcua

T sort ~ = View -
MName a Date modified Type Size
# Default OPC UA.der 12/02/2025 15:06 Security Certificate 1KB
D Default OPC UA.pem 12/02/2025 15:06 PEM File 1 KB

You can also use “Create Certificate.vi” to create new certificates:

1+ l:‘L’:'nearch ‘\Custumize"

= 8
oPCUR OPCUR

OPC UA Client OPC UA Server

opPg

=

Create
Certificate.vi



Google

Certificate Issues?

OPC UA toolkit: Failed to create certificate files because access is denied. Please check whe!

Al-modus Alle Videoer Bilder Kortvideoer Nyheter Nett Mer ~ Verktoy -

4 Al-oversikt

This error usually occurs because the OPC UA application lacks permission to
create/write files in the security directory, or because a mismatched pair of certificate files
(public/private) already exists. To resolve it, delete existing, mismatched .der (public)
and .pem (private) files in the certificate store—typically c:\pProgrambata\nMational
Instruments\certstoreyopcua\ —and ensure the user running the service has write
permissions to that directory. &

Steps to Fix Access Denied Error:

+ Check File Permissions (Windows): Navigate to c:\Programbata\National
Instruments\certstorel\opcual (or the specific app folder), right-click, choose
Properties, and ensure your user account has "Write” and "Modify” permissions.

+ Delete Mismatched Files: If only one file (e.g., .der ) exists without its pair ( .pem ),
the toolkit may fail to regenerate them. Delete the partial files to force regeneration.

= Run as Administrator: If the OPC UA server is running as a console application, run
it as Administrator.

= Check Certificate Location: Ensure both the public .der and private .pem keys are
in the same folder.

regeneration of the files.
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Example

Read Data from OPC UA Server

In }chis Example LabVIEW Application #1,
#2 a‘lnd #3 are on the same computer.
Normally they are located on different
cor}ﬂputers or devices in a Network.

La\b\/IEW Appllcatlon #2’ LabVIEW Application #3

~————



OPC UA Client Write Data

[3 opcua Sserverwi - O %
File Edit View Project Operate Tools Window Help P U
» S @ 9 = | [ OPC UA Client-Write.vi - O Py
L]
File Edit VYiew Project Operate Tools Window Help I
Server Endpoint URL u Cliznt
, » 2 @ N ?
| opcitep://XPS15HPH:49580 |} ®
\ A
Itern Mode Id
|ns:2;s:Procas Data.Temperature ” ?ENEF Eﬂdpﬂlﬂt URL
| opc.tep://XPS15HPH:49580 |]
. Stop
ltern Path
W -
< L4 | Process Data. Temperature |]
Temperature Yalue
= .
=22 . Stop
W
€ >




E OPC UA Client-Write.vi Block Diagram
File Edit View Project Operate Tools Window Help

PC L
& & (0N G 25 wo gt o7 | 15pt Application Font ~ | o Tiov dbv Bal +| Search QP |em

A
'While Loop
Connectwi Multiple Write.vi Simple Error Handlervi]
i =T 704 (=117
Y =

Security Policy | request Double =
message mode node ID
+Mone 'l
securi value
4+ Basic256 | 0

tirmest; tti

ggﬂlgomﬁgécurren ime) Bundle By Mame

e -:‘-uild Arra

VYYY-MM-DD "F'C:E D e

node status s

Good =

[Temperature Valug
iz
i
v
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Example

Write Data to OPC UA Server

In this Example LabVIEW Appllcatlén #1,
#2 and #3 are on the same compu,ter
Normally they are located on diffdrent
computers or devices in a Networl‘<‘

LabVIEW Application #2 lalQVIEW Appllcatlon ‘#3

~-———



OPC UA Client Read Data

3 opC ua serverwi - | X
File Edit View Project Operate Tools Window Help E OPC UA Client-Read.vi . 0 %
i @ i File Edit View Project Operate Tools Window Help I
np Ek @ 1] Clicnt
Server Endpoint URL Server Endpaint |URL A
l | opc.tep://XP515HPH: 49580 |Dpc.tcp:ffXPS1 =HPIE49580 |]
[tern Mode Id e
F em Pa
| ns=2;5=Process Data. Ternperature '-| Process Data. Temperature |']
— Temperature Value
P |EF_'
. Stop
v




OPC UA Client-Read.vi Block Diagram

Block Diagram

File Edit WView Project Operate Teols Window Help

- O X
FC U
S & N G $5 wo@ | 15pt Application Font | fov o G g +| Search A P [Lone
A
While Loop
Item Path
Build Array
abe EEX=T
Server Endpoint URL =
Connect.vi| Multiple Read.vi Disconnect.l.ri| Simple Error Handler.vil
abe [=T 714 = op| [=TTT4
2 i - &)
Security Poli Double ~ Index Arra [Temperature Valug|
51 c: L=ﬂ z@ Unbundle By Mame E
message mode @___, & value fizs]
#MNone 'l Lioen-!
SECUT
+ Basic256 ¥
Stop Button
[ ox
m LrrL
il
v
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labVIEW

Write Data to OPC UA Server

LabVIEW Application #1

In this Example LabVIEW Application #1,
#2 and #3 are on the same computer.
Normally they are located on different
computers or devices in a Network.

£ iy . o ' e
[ty il Ll i \
o it LT i il Ll e | i L L o A
! el LA b O A 0 i n W A ot
| I v g g i g g i b i e oemanaT YO
{
\ i

LabVIEW Application #2 LabVIEW Application #3




PC UA in LabVIEW

. OPC UA Servervi —
File Edit View Project Operate Tools Window Help S
»E@n 9 s
A
Server Endpeoint URL
{| opc.tep://XPS15HPH:49580 |]
Itern Mode Id
[l ns=2:5=Process Data. Temperature |]
& 0PC UA Client-Write.vi - O X [3 0PC UA Client-Read.vi - O X
File Edit View Project Operate Tools Window Help — [ B st ] File Edit View Project Operate Tools Window Help @
"H @ @ ] @ Cliznt iy @ 11 @ Clicnt
] Server Endpeint URL "
Server Endpoint URL [| opc tep:/[XPS15HPH:49580 |]
[| opc.tep://XP5S15HPH: 49380 |] [tern Path
[| Process Data.Temperature |]
[tem Path
[| Process Data. Temperature |_]
Temperature Value
Temperature Value
E‘ 22 . Stop l B sop ]
W L
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